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AB ST RAC T - oo oo
The term biometrics comes from the combination of the Greek words ‘bios’, which Means life, and ‘metric’,
which in its turn means measuring. Biometric technologies aim primarily at identifying a person’s unique
features, be those physiological or behavioural. Failure rate is a critical consideration in the configuration and
day to day running of a biometric system. Two types of failure rate must be considered; false acceptance rates
and false rejection rates. PCA (principal component analysis) model system was used for the face recognition.
The system was successfully designed using MATLAB. The face recognition was implemented and the system
performance was tested using ORL database (face sets) validation, generalization and rejection testing methods.
The system performance was good and the efficiency of the system was proven by plotting a graph. The system
was design and was successfully tested and it has proven to be efficiently, although under bad condition the
system does its best to provide the right top five ranking image.
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I. INTRODUCTION

Biometrics is a method refers to as a means of authentication techniques that is deeply based on the
measurable physical characteristics, humans have used biological traits or physical characteristics such as face,
gait (a manner of running, stepping or walking) and voice for thousands of years to identify one another. Each
individual has its own biological traits that are uniquely different from each other including twins, examples of
these physical trait that are used in biometric system are; fingerprint, retina, DNA, voice, iris and face etc. In
Biometric identification, fingerprint is used for thumbprint application, voice for a voice identification
application and face for a facial recognition application. Also biometric identification refers to identifying an
individual based on his/her distinguishing physiological and/or behavioral characteristics. As these
characteristics are distinctive to each and every person, biometric application is more reliable and capable than
the traditional token based and knowledge based technologies differentiating between an authorized and a
fraudulent person (A.K. Jain et al, 2003).

Big data is a term that refers to data sets or combination of data sets whose size (volume), complexity
(variability) and rate of growth (velocity) made them difficult to be captured, processed or analyzed by
conventional technologies and tools. By volume refers to amount of data stored. Can be from megabytes to
petabytes. Variety means different type of data and source of data. And velocity refers to the speed of data
processing.
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Fig. 1 Big data problem

Physical challenged non registerble users: during the rollout and use of a system based on biometrics, it
is inevitable that some users will be found who cannot register for a given system due to their physical
characteristics. Thus, a secondary authentication mechanism is always needed for biometric systems.
Circumvention: when rolling out biometric system, the view of a system as a chain is maintained. Failure rate:
failure rate is a critical consideration in the configuration and day to day running of a biometric system. Two
types of failure rate must be considered; false acceptance rates and false rejection rates.
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How to overcome the challenges These are as follows; Liveness detection : This refers to the ability of the
system to distinguish between a sample feature provided by a live human and a copy of a feature provided by an
artifact. Steganographic and watermarking techniques: Steganographic means secret communication. Its involve
hiding critical information is unsuspected carrier data. The technique can be suitable for transferring critical
biometric information from a client to sever.

Research on biometric method has gained renewed attention in recent years brought on by an increase
in security concerns. The recent world attitude towards terrorism has influence people and their government to
take action and be more proactive in security issues. Many biometric techniques have been developed and are
improve with the most successful being applied in everyday law enforcement and security applications. In 1903
it was discovered that some people share the same measurement and physical characteristic (Canton, 2003).
Chengjum Liu and Henry Wechsler (2002) presented new coding scheme linear discriminant models for
indexing and retrieval from large image databases. Joss Beveridge et al (2003) provide the PCA and LDA
algorithms for face recognition. Kyeungnam kim (1998) has proposed PCA to reduce the large dimensionality
of the data space. Face recognition using principal component analysis (PCA) the original face is reconstructed
with some error, since the dimensionality of the image space is much larger than that of face space.

Jun-Ying et al (2005) have combined the characteristics of PCA with LDA. This improved method is
based on normalization of within-class average face image, which has the advantages of enlarging classification
distance between different-class samples. El-Bakery (2007) has proposed a new PCA implementation for last
face detection based on the cross-correlation in the frequency domain between the input image and eigenvectors.

Wangmeng Zuo et al (2006) have described in combination of two novel LDA-based methods for face
recognition. The combination of the two methods which performed LDA on distinctly different subspace and
this may be effective in further improving the recognition performance. Moshe Butman and Jacob Goldberger
(2008) have introduced a face recognition algorithm in “face recognition using classification-based linear
projections” based on linear subspace projection.

Il. MATERIAL AND METHOD
Biometrics refers to measurements of properties of the human body and behavior. These properties are
identifying of individuals and are therefore fit for identification. Biometrics may also be used for medical and
forensic purposes, but this paper focuses on applications within identity management. This paper looks at the
latter application of biometrics. Compared to other forms of authentication (“something you know", "something
you have™), biometrics has important advantages. A biometric characteristic is generally more difficult to spoof
or copy, most individuals already have suitable characteristics and they carry it always with them. Identifying
biometric characteristics are also referred to as modes and may be hard (high degree of identification) or soft (to
a lesser extent identifying), as well as physiologically (measured on the body) or behavioral (measured on
behavior). Multimodal biometrics combine measurements of more than one attribute in biometric applications

(Sanjekar, P. Setal, 2013).

Independent component analysis

ICA is a statistical technique that is used in unfolding factors that are hidden in an underlie collections
of signal or measurements and random variables. ICA at first was an effective technique for blind source
separation (P.Comon et al, 1994) it was Bartlett and Sejnowski that came up with a technique to used ICA for
face recognitions (M. Bartleet and T. Sejhowski, 1997).
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Fig. 2 Comparative performance of ICA as a discriminant criterion

Linear discriminant analysis of principal component

These types of facial recognition system involves in combining two different types of facial recognition
algorithm to make a better one, these facial recognition algorithm are PCA and LDA. The PCA is used to reduce
the dimension of the data while retaining the quality of the data set and the LDA technique to obtain the linear
classifier. The notion behind adding PCA and LDA is to increase the efficiency capacity of LDA when involves
in few sample per class. Both PCA and LDA have been used on their own for face recognition (P. Comon,

1994).

Fig.3 PCA+LDA bases

Principal component analysis

Principal component analysis (PCA) is a statistical method used in a dimensionality reduction of data
while retaining quality of the data set. As for PCA because is a statistical method for handling and analysis data,
a PCA-based face recognition algorithm requires its own set of algorithm structure that support it. Implementing
the correct support structure depend on a lot critical design decision, with each decision on its own has the
potential of affecting overall performance of the face recognition algorithm (internet 2016). PCA-based face
recognition system consists of normalization, project and recognition modules.
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Fig.4 PCA face space

The face recognition application was chosen due to circumstance that the biometric application is based
on Big Data and for the Big Data analysis, Hadoop system was used. PCA method was use for the face
recognition because it’s one on the most preferred holistic colour-based techniques in the world and it also
answered the question that people are always asking; what features of the face is the system using to recognised
face. PCA Eigenfaces state that these features are nose, eyes and mouth etc. There are lots of ways to implement
PCA system and in this project, the PCA system was design using MATLAB software. The code for the PCA
system was initially obtains in an openCV. OpenCV is an online library designed for computational efficiency
and with a strong focus on real time application, is released under a BSD (Berkeley software distribution)
license. BSD licenses are a family of permissive software licences.

I11. RESULTS AND DISCUSSION

Generalisation Testing is a testing method where a probe in the probes set is compute against the
gallery sets; in other words, this is a normal face recognition that is occurring between the query sets and gallery
sets. A generalisation test was carried out between the probes sets (1-5 to 40-1) and gallery sets (1-6 to 40-10)
and the Euclidean distances can be seen below in figure 2, the yellow highlighted Euclidean distances was
identify as the correct match for the query image which was as expected, due to factors of environment, the
system sometimes cannot perform efficiently. In figure 1 is an example of generalisation testing method that
was carried.

Rank Number TAR% FAR% FRR%
1 86.5 67.5 13.5
2 89 55 11
3 90.5 475 95
4 915 425 95
5 945 275 55
6 95 25 5
7 95.5 225 45
8 96.5 175 35
9 96.5 175 35
10 96.5 175 35
Table 1
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Fig. 2 Euclidean distances
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Fig.3 Euclidean distances
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Figure 4 TAR FRR FAR

Validation testing is a testing method that occurs between the same sets of gallery or query sets. This is
a gallery set (1-40) computing against gallery set (1-40) or query set (1-40) against query set (1-40). In the
validation testing, the top match is always the right match. Figure 4 is an example of validation testing which
was carried out. Table 2 is an example of the system performances depending on the ranking number and the
Graph in figure 5 is the plot of the system performance (TAR represents the system performance). It can be seen
that in Validation testing, the system performance is 100 percent accurate because the top one match is always a
right match.
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FIGURE 5 Euclidean distances

Rejection testing
Rejection testing is a testing method that is carried out between the same sets of images, rejection testing was
tested against the gallery set.
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Figure 6 system error

The MapReduce system was tested on a local PC by running face recognition, the system recognition
performance was still the same but there was a big difference in the execution time. When a face recognition
was run without the MapReduce, the system execution time was 17.280, while when the system was
implemented using the MapReduce function, the execution time for the same face recognition in figure 7 was
8,910,11 and 12
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Figure8 match images

The execution time without MapReduce and with MapReduce it was 7.49. After the face recognition was

computed, a stem plot was plotted (it can be seen below in figure 4.8 and figure 4.9) to show the Euclidian
distances.
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IV. CONLUSION

The purpose of this paper explains how implementation of Biometric application based on Big Data
was done. The main objective is to implement a face recognition application based on Hadoop (Big Data tool).
The system was successfully designed using MATLAB. This paper work involves the use of PCA technique for
the face recognition and MapReduce for the analysis and management of the Big Data. Based on the literature
review and the practical testing that was carried out in this project, it has been concluded that PCA is easier to
implement compare to the rest of the face recognition technique, PCA should also be the preferred holistic
colour based face recognition method and the level of performance of PCA based algorithm is reasonable. Face
recognition based on Big Data has also been reported that is being used by government intelligence for security
purpose and it have actually help improved the level of security. It’s been concluded that, a big or multiple
processor or a hig RAM (memory) are required in order to help fasten the analysis of Big Data despite having
Hadoop. The system was design and was successfully tested, it was tested using validation testing method,
generalisation testing method and rejection testing method and it has proven to be efficiently, although under
bad condition the system does its best to provide the right top five ranking image.
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