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ABSTRACT
Due to the fast growth of internet technology, there is a lot of text data online that can be used to classify text.
Taxes on international trade have traditionally brought in a lot of money for most countries’ governments.
Goods that crossed national borders were easy to track down, and goods were held until taxes and duties were
paid. This made it harder to avoid paying taxes, and duty rates were often clear, so most problems with
valuation were avoided. Customs administrations handle an enormous volume of trade. Among its
responsibilities are risk management and the discovery of abnormalities and illegal consignments in import
declarations. These activities are crucial since import tariffs make up a significant share of total tax collection.
Even though the customs system says it is anti-corruption and anti-fraud, as shown by the cases above,
malfeasance continues in the revenue collection system. This research aims to find out how corruption and
fraud affect the effectiveness of the customs duties revenue collection system by improving the ability to process
text data with unbalanced distributions in customs fraud.

As a result, an effective model for the classification task of customs fraud may be constructed. A set of
simulations were run to assess the performance of the suggested strategies. The efficacy and practicality of the
suggested approaches are validated by simulation results when compared to TF-IDF using state-of-the-art
classification algorithms that result in greater overall accuracy and processing time. In comparison to our
approach, the maximum accuracy achieved with the random forest classifier was 98.97%, the accuracy
achieved with MLP was 96.83%, the accuracy achieved with stochastic gradient descent was 95.45% , and the
accuracy achieved with SVM was 98.78%.
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I Introduction

Big Data technologies, regardless of what we call them: algorithms, artificial intelligence (Al), or
machine learning (ML), are more than simple "tools. “They are a common gesture that may be used to travel,
make a choice, or trade, but they can also be used to police, control, or punish [1].
We no longer rely on machines to help us create things; rather, we rely on them to help us select, in the sense of
determining, forecasting, or anticipating. As a result of the ease with which machines can make decisions with
more rapidity and precision than humans can, there is a concern that we are losing control of something. This
concern is a counterpoint to the ease with which machines can make choices. Technologies are dictating our
behavior, judging our decisions, and directing us based on the results of calculations, with the results being
imposed on us as mathematical evidence. As a result, proof is becoming increasingly remote and obscure to
non-specialists, and as a result, it is becoming less and less disputable[2].
International trade taxes have long been an important way for most governments to make money. Goods that
crossed national borders could be easily identified; goods were kept until taxes and duties were paid, which
made tax fraud harder; duty rates were often clear, which got rid of the question of how much something was
worth. So, from a tax administration point of view, customs taxes were easier to collect than other types of
taxes. From a broader fiscal management point of view, their relative security and predictability was a plus.
Tariffs on international trade were also supported by economic reasons[3].
Export taxes were put in place so that foreign buyers would pay them instead of domestic sellers. This meant
that citizens didn't have to pay the tax. Import tariffs were seen as a tool for industrialization because they kept
local manufacturers from having to compete with imports. This made both company owners and employees
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more likely to support local manufacturers. In industrial countries, taxes on foreign trade now make up a small
part of total income. This is due to a number of factors that have happened in recent years. But in developing
countries, trade taxes still bring in a big but steadily shrinking share of total tax revenue [4].

Several things can explain this pattern. Tax administration has become more complex, and it is now easier to tax
all kinds of economic activity thanks to organized firms, simple accounting systems, computerized record
keeping, and more taxpayer compliance. Income taxes, general sales taxes, excise taxes, and property taxes can
all be collected more efficiently than they were in the past. People have also said that trade tariffs hurt growth
and job creation from an economic point of view. If a country didn't have a strong monopoly, export taxes
tended to make it less competitive and bring in less money from exports. The fact that taxes on rubber, tin,
coffee, and cocoa hurt the economy and are now mostly gone is proof of this [5].

Most people agree that trade liberalization is good, and the systematic removal of tariffs has been a major
success of the General Agreement on Tariffs and Trade (GATT), the World Trade Organization (WTQO), and a
number of bilateral and regional trade agreements. Even with these changes, international trade tax
administration is an important government job that needs to be supported and strengthened, especially in
countries that depend a lot on trade taxes. As late as the beginning of the 2000s, 28 percent of all money made in
Africa came from customs taxes. In the Middle East, this number was 22%, in East Asia and the Pacific it was
15%, and in the Western Hemisphere it was 13%. (De Wulf and Sokol 2005, 23). At the same time, customs
administrations are in charge of collecting the value-added taxes that are paid on imports. This task requires
some of the same steps that are used to charge customs fees. [6].

Text mining is when a computer finds new information that was not known before by automatically pulling
information from different written sources. Text mining is the process of getting information from unstructured
or semi-structured sets of text data. Data mining looks for patterns in structured databases or XML files [7].

This material may include emails, websites, medical abstracts, news stories, and business reports. With the vast
amount of text data now accessible via the Internet, text mining has become increasingly valuable. It has been
implemented in numerous fields, including business, healthcare, government, education, manufacturing, history,
sociology, research, and criminal investigation. Text mining exists at the intersection of numerous disciplines,
including data mining, knowledge discovery, information retrieval, machine learning, and natural language
processing (NLP). Additionally, it borrows numerous algorithms and techniques from these fields. Information
extraction (IE) is another field that significantly contributes to the discovery of information in text mining. IE
involves the extraction of specific, structured information and predefined relationships, whereas text mining
entails the discovery of general, unexpected information and new relationships. IE can be of great assistance
during the knowledge extraction phase [8].

1. Objectives
The research aims to accomplish and establish, among other things, the following: Identify the sources of fraud
and corruption in the customs system.

managerial objectives:

. to analyze the risk of substantial revenue misstatements due to fraud.
. to identify anti-corruption tactics and evaluate their implementation.
. to evaluate the effectiveness of existing anti-corruption programs in reducing the risk of fraud and
corruption.
. to establish a connection between fraud and corruption and revenue.
technical objectives:
. Provide a machine learning-based customs fraud detection architecture (TF-1DF).
) Make classification analysis using machine learning models.
1. Background
3. Recognizing fraud Examines and investigates in detail the consequences of fraud and

corruption on the effectiveness of customs duty revenue collection, as well as the causes of fraud and corruption.
The paper covers fraud risks and how they affect revenue recognition. Examining the effectiveness of the
connection between fraud, corruption, and income The student learned about anti-corruption measures via
textbooks, periodicals, and the internet. in addition to other important sources.

The customs procedure employs a "human-in-the-loop" inspection paradigm, in which physical inspections are
performed with the assistance of a fraud detection model, and customs agents determine whether the claimed
item is fraudulent or not. If the inspection uncovers fraud, the officers may take on more tasks, and the findings
will be utilized to enhance the model for detecting fraud. Most of the time, the algorithm identifies the most
suspect products to be inspected, which might be problematic for nations with shifting trade trends.

Though the fraud detection model should continue to capture recognized scams and preserve income, it should
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also learn about novel methods of theft. This is known as the "exploration-exploitation problem" [9], in which a
balance must be struck between picking illegal objects to generate money immediately and discovering new
things to maintain long-term performance.

There are different ways to deal with finding fraud. We talk about the use of neural networks, Bayesian
networks , expert systems, rule-based systems , and finding statistical outliers [10, 11, 12]. These methods can
be put into two groups: those that are supervised and those that are not. In the supervised approaches, there is a
training set of operations that are either marked as fraud or as normal. Some systems, like neural network
systems, need labelled inputs to build the model that will be used to spot fraud. These operations are used as
inputs to those systems.

These techniques are classified into two types: supervised and unsupervised. There is a training set of operations
that are designated as either fraudulent or normal in the supervised techniques. These actions are fed into some
systems, such as neural network systems, which require labelled inputs to build the model that will be used to
identify fraud [13].

V. Related Work

Algorithms for detecting customs fraud Earlier efforts to detect customs fraud relied on rule-based and
random selection algorithms [17]. While some customs offices have used machine learning [18], many offices in
underdeveloped nations continue to rely on rule systems and expert knowledge [19]. Recent research used off-
the-shelf algorithms, such as the ensembled SVM, to detect customs fraud [20]. The Dual Attentive Tree-aware
Embedding (DATE) model, for example, uses gradient boosting and attentions to build transaction-level
embeddings and deliver interpretable judgments (Kim et al. 2020). Some of the more recent models use idea
drift to better describe shifting trade patterns over time [21].
Techniques for Domain Adaptation Domain adaptation tries to learn universal representations that don't depend
on the domain. One example is when the source and target domains have the same latent distribution[22]. To
extract discriminative features between classes, contrastive learning is employed [23], and the memory module
is used to supplement target characteristics with incremental information [24]. Negative transfer is a long-
standing issue in domain adaptation. It refers to atypical conditions in which the source domain data causes
poorer learning performance in the target domain due to a huge disparity in data distributions [25]. To address
this issue, regularization and adaptive source selection approaches have been developed [26]. Most domain
adaptation strategies require that the source and target data be accessible continuously, which may be
impractical for multi-national customs administrations.

4.1 economic impact of Customs fraud

The danger of major income understatement due to fraud: Revenue in yearly financial statements may be
misrepresented fraudulently by deceit and change of accounting records, false representation or deliberate
omission of facts, and purposeful misapplication of accounting rules pertaining to categorization, disclosure, and
presentation. [28] Organizations should examine the fraud risks associated with revenue misrepresentation in
order to implement the suggested actions [30] outlines. This component of the literature review seeks to
investigate or establish the fraud risks that exist inside organizations and lead to revenue overstatement.

Fraud risks leading to misstatement of revenue: According to [29], side agreements increase the risk of revenue
misstatement. They arise when the terms and conditions of sale are changed or revised outside the appropriately
recognized sales process or reporting channels, so impacting revenue recognition. According to [30], common
modifications include return privileges, unlimited payment terms, refunds, and exchanges. To recognize revenue
prior to the completion of the transaction, sellers may give these terms and conditions in side letters, emails, or
verbal agreements.

4.2 Customs fraud detection

Previous research in the field of customs fraud detection suggests two main approaches for potential solutions.
The first body of work includes ways for analyzing fresh samples, ranging from the simple but intuitive random
inspection [31] to more complicated active learning solutions using uncertainty [32] and diversity. The second
group of research focuses on using already obtained data. This includes using heuristic approaches and standard
machine learning algorithms.

Machine learning is "focused on generating predictions based on previously observed trends and patterns from
data analytics" [31]. From this description, we can figure out how to get to what governments would ideally
want to be able to do with strategic trade: predict if a certain transaction fits a pattern that suggests it might be a
regulated strategic good.

It is not a novel notion to use big data analysis or machine learning to analyze international commerce data.
Utilizing mirror trade information is one approach for detecting misclassification and tax evasion. By comparing
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an exporting state's statement with information from the importing state, authorities may be able to discern
patterns of undervaluation or overvaluation, therefore identifying transactions or commodities in which
companies routinely dodge taxes or levies [33]. In other cases, authorities may be able to identify trends in new
transactions that indicate strategic products or tax/duty evasion simply by using past transaction data [34].
Recent research by [35] applies distinct techniques to decision tree algorithms for risk identification and
profiling at customs. This paper proposes a strategy that builds on previous attempts but focuses on identifying
strategic goods rather than the risk of duty evasion.

The efficiency of fraud detection is improved by inspecting random things, even if it means sacrificing some
known frauds [36]. This research aims to determine the exploration ratio for the understudied human-in-the-loop
fraud detection challenge.

V. Methodology
In this section, we describe a method for the Customer Behavior Mining Framework based on data mining
techniques in a customs fraud case. This framework considers the customers’ behavior patterns and predicts the
way they may act in the future.
The TF-IDF features are used first, then the implementation portfolio analysis is used to do the preprocessing
analysis, and the k-means algorithm is used to divide past customers into groups based on their
sociodemographic characteristics.
Finally, classification analysis using machine learning models was evaluated. MLP, Random Forest, and
Stochastic Gradient Descent (SGD) Algorithms

5.1 Materials and Methods
Customs fraud is any effort to fraudulently decrease the customs duty (or tariff or tax) levied on goods, as
indicated in Table 1. This dataset was created by professionals in customs fraud. The dataset is divided into

eight columns [’.\3_33\ caiall Y sall el J8 Al Y 5l il ey 3\.«:\33\, il Jasa Lagal)
Jagially 4l sadal) Jagially Abasall A jaall o g I Ladl aly] | each of which contains 11368 records.

Table 1: dataset of customs fraud

A B c D E F G H |
1 2l il Wy Cpsaonl LB el Iy a2y Aoyl i gl Algdall el 2l dlaseall A85azdl gl Lasall sy
2 2443320010 Lisle g ilaslke 159,571 283,603 78% 4,550,040 0 s
3 3487900090 3 Bya>1 5l T e3> 663,210 1,432,399 116% 23,952,840 2,147,344 FINEN S ]
4 8302410090 2usly ilgly oSy 13,931 37,810 171% 631,127 0 ! ',-.G'[
5 7013999000 A=) (s 13 Sleginan 28,402 42,968 51% 723,550 431,148 Fpaddl opall
3 8512300010 3Lyl 450 8 3ie2] 218 545 150% 5,068 0 ETRES TR
7 8716801000 Ul a33) Sllg sl 2,000 2,000 50% 48,016 0 2
E 241420001015 3> Hnal laélias 533 1,333 150% 22,413 1,121 Ol
g 2515200090 3] sl 84215 5,518 16,232 71% 272,162 13,608 Gl gl
10 9606100000 5 3S31>-) dlS 150 135,926 205,020 51% 3,303,841 165,192 s
1 8412310000 70 =¥y S 1,562 15,558 896% 258,807 0 ETRER S TR
12 8452290000 &5e xé Aol T 1,677,493 2,755,744 54% 44,615,875 0 e
13 8544209010 ol uowie 3] =€ 456,648 734,097 61% 12,076,804 1,033,370 2
14 8708999090 +1 dlaits plady el 32,028 298,246 1143% 6,616,086 660,414 A5l d)eW1 Bgual
15 8507200090 § [ olstaz] oly3do 42,986 68,764 60% 1,414,187 192,579 FINEN S ]
16 1211900050 30 (355 ] oz 2303 202,295 232,640 15% 2,886,200 0 Wigeo
17 8701100090 155 34] S oy 2,805 11,791 320% 197,632 9,882 Nen
18 8419810000 | olizsg Sy T 289 5,009 1633% 83,682 0 Slgilgl b ol lile yiaoiadSlas
19 9108900000155 sl A5 20 2,520 3,150 25% 50,877 5,088 2
20 9026100000 51 i) ilgoly 8021 2,483 3,792 53% 63,046 0 FERES NN
21 7228100000 axvie b oy (il 40,153 81,633 103% 1,311,882 65,594 s
22 2501403090 =3 &30 48 Smea 28,550 54,550 57% 1,037,593 20,752 s
23 8544491000 ¢ 1 L5014 SMmge 6,070 10,420 72% 173,682 0 L pall LY g
24 9207100000 12 13 Ldiuga ilgal 24 277 1050% 4,692 1,408 [
25 8464200000 =1 J2.s ol Jont 2T 237,080 522,380 120% 8,393,345 0 e

We checked for customs fraud in the data using the TF-IDF features, then made a classification algorithm.
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5.2 proposed approach
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Figure 1:Methodology for Custom fraud

We go over our Proposed Approach procedure, which is seen in Fig. 1. First, we downloaded the customs fraud
dataset. After that, the raw data was processed to eliminate the abnormalities. Second, several feature selection
and extraction approaches were used on the processed data, and last, various machine learning classifiers were
utilized to develop a detection model. Each step is thoroughly discussed.

1.Collect datasets or use benchmark datasets that contain data on customs fraud.
2.The dataset is pre-processed and cleared.

3.Make Key phrase identification with TF-1DF.

4.Make Text Feature Extraction and Vectorization

1. TF-IDF features

2.TF-IDF One-hot Encoding

5.Make a classification using the data features you chose.

5.3 Obtaining The Data

Egypt's customs fraud yielded the dataset containing real and fake customs fraud. The shape of the dataset was
11368 rows and 8 columns.

Table 2: sample of dataset

aull Bisall GUsall gl 15 Aaudll Vgl gl am &)l pail Jams  auisdl Apdall Radll  euisdl dhasell ESpandl agll Lol oy

0 8443320010 digle yeunat Gl 158371 282603 078 4350040 Q roe

1 i al Ul iP"- 663210 1432399 1.16 23952840 2147344 dnl=ill Lilal

2 8302410090 Al Jemiugles 3 aliles wlisle ajlals Slusyi 13031 37810 171 631127 0 Jisnd

3 7013999000 J dlasiwall glailll go 13 2lzj oo 31 Olegiaa.. 28402 42968 051 723550 431148 dusdll jual

4 £512300010 rall gleilll o agiauanll Bl il s sl 218 546 1.50 0068 0 bl )
5.4 Pre-processing

Data cleaning is the process of fixing or deleting inaccurate, corrupted, improperly formatted, duplicate, or
incomplete data from a dataset. When combining data from many sources, there are numerous opportunities for
data duplication and mislabeling. Even though the conclusions and algorithms seem accurate, you cannot rely on
them if the data are incorrect. Since the methods vary from dataset to dataset, it is impossible to definitively
state the correct steps for cleaning data. To create a template for your data cleaning process, do the following:

1-remove "null" from the data.
2-create labels in the data.
3-Determine the number of labels in the data.

55 Key phrase identification with TF-1DF

We will compare several scikit-learn detection models. To extract features, bag-of-words from the
dataset and Term Frequency—Inverse Document Frequency (TF—IDF) are used. The lengthy article is easily
divided into words by counting frequency [37].
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TF-IDF scores are used to analyze key phrases in customs fraud. The words with the highest scores provide
relevant information about customs fraud. However, many terms in the fraud domain may refer to the same
concept. To identify that topic, TF-IDF modelling is used, and various topics are identified. This displays the top
words in a specific topic, as well as the likelihood that they belong to that topic. Finally, the output will be used
to highlight potentially fraudulent activity or transactions.

TF-IDF is a mix of term frequency (TF) and inverse document frequency (IDF) (IDF). The TF representation is
one of the most straightforward TWSs since it utilises the document's original word frequency value. The term
"frequency value" (TF) presupposes that a phrase with a higher frequency value is considered more significant
than one with a lower frequency value. Only the frequency with which a common phrase appears in a customs
scam is relevant. Due to a lack of collection frequency information, the TF's capacity to discern pertinent
customs fraud papers from other irrelevant records was previously quite limited [38].

In order to address this issue, the inverse document frequency (IDF) was developed with collecting frequency in
mind. This enhanced a term's capacity to differentiate across texts.

IDF stands for "document frequency,” which refers to the number of papers in which a certain phrase occurs. It
is recommended on the basis that a phrase that appears in fewer papers is more significant than one that appears
in more instances of customs fraud[39].

5.6 Text Feature Extraction and Vectorization

For predictive modelling in fake news analysis, we use specialised ways to prepare text data. To get text
data ready for predictive modelling, sample text is tokenized by breaking it up into words. These words
are then encoded as integers or floating-point values with vectorization so that features can be extracted.
The Python scikit-learn libraries are used in the work at hand. CountVectorizer and TfidfVectorizer can
turn text into word count vectors and word frequency vectors, respectively. [40].

56.1 TF-IDF features

Term Frequency-Inverse Document Frequency (TF-IDF) is an information retrieval and text mining weighting
system. The TF-IDF value reflects the significance of a phrase inside a corpus document. Note that "document"
refers to a pathology report, "corpus" to a group of reports, and "term" to a single word inside a report. The TF-
IDF weight of a phrase t in document d is given by [41]:

Number of times ¢ appears in d
Total number terms in !
s Total number of documents (1)
IDF(t) =1 ( : : )
(t) oF Number of documents with ¢
TF-1DF(t,d) =TF(t,d) = IDF(t)

TF(t,d) =

To convert a pathology report into a feature vector, we went through the following steps:

. Create a vocabulary set that includes all the unique words from all the pre-processed training reports.
. Create a zero-length vector fd of equal length as the vocabulary.

. Set TF-IDF as the index for each word. (t, d).

. The final output fd is a very sparse feature vector.

5.6.2  TF-IDF One-hot Encoding

This algorithm generates a vector with a length equal to the number of categories in your dataset, where a
category is a single distinct word. Let's say we want a single hot encoding description for each of the three
documents below, which are customs fraud reviews.

One popular encoding is a vector portrayal of words in "jargon.". Each word in the jargon is addressed by a
vector of size "n," where "n" is the total number of words in the jargon. For example, if a jargon contains 25
words, the vector comparing each word will have a size of 25, and that too with twofold qualities like 0" and
"1," and we use it in customs fraud [39].

VL. Results
Following the collection and preparation of hundreds of fraud instances from different categories of
customs fraud (customs fraud is any fraudulent effort to lower the customs duty (or tariff or tax) imposed on
goods), table-3 displays the key to customs fraud from these dataset samples. These top customs fraud keys
from the dataset are then utilized to identify items. Multiple goods may be chosen based on the specifications.
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6.1 Pre-processing

Mumber of All rows: 11367

We discovered that there were 11367 rows in the data after counting them.

Number of null rows: 158

We found 158 rows of data to remove after counting the number of nulls in the data.

Table3:sample of nulls data

8507300000 Sl A . 2571606
(Slelen)
e Al S
e}:udls = ds:un

183 | 8481901000 TS TN 4705 5772  0.23 92889 37156 = NaN
RS
10 10 cpasd)
<84 81...

465 8515190000 5 el s Yl 224 336 0.50 5435 272 NaN
Ol alall Al
e ) Al

541 | 8407349000 G Haa 318 2975 8.36 47703 4770 NaN
SR Gl Y
uugls.q <ld
oall &y gl

598 8541100000 ¢ 4il Glalea 420 1050 1.50 16871 0 NaN
Lol lae
Lubueal) 400201

In table-2, null data will be removed and made clear.
Number of Mon Wull rows: 11289

To create labels in the data, we select the column name [—uall].

sl Famal Zlalls
Cieg o Gidae geoogal ieal ool el
Al Janfician ol Allee Bliaiy A5lls € 3,
J Aledodl £1Y e AT mlag pe Al Clogias
pudl BN e A8peall 3L A g€ Sheal L
Fo Al lies aggl s,
10 A hiey G380 8w 215 Ja bl lilos,
ool med g e el dal seai ol L
ieis o efly A5 L€ 5
2]l el Jeat o EE s Wl S ma,
A el A0y e . Al e Akl o0

DGO s O s R @

=
3]

To extract and count the number of labels in the data, we use a library called [nltk] to remove stop
words like [.,] punctuation in Arabic, then we count the number of labels. A tokenizer divides a string by
matching either the tokens or the separators between tokens using a regular expression. Then, we calculate the
number of words in the data as well as the number of times each word is repeated, and we add spaces between
each word.
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iosSie e Lefy gy ol caull Aedly rgise Slaliy o L e CLE S e Lt S Gl Sl G AL W08p 4 JUes) COlan Jo Bidae e Al Sad 52T elad

st

S A gl 8l dleatdlt g e AT plag e Al Cle gies
el el p Y e Aol 3 LT Rl 58 3 e

ozl olgells lead 3 gme T, IS mn

Figure 2:sample of labels

We use our dictionary to remove prepositions, verbs, and some words that have no meaning and may not be
used as indicative words.

Table 4 :our dictionary
Pl Sl el e S B e p e

D _; et _rx_-.i (K%Y
1 & S e KN
2 JE CE el sl
3 __.__'.r., _pa=al =L
4 o o Sod =i

The data after applying and removing looks like this:

it Ly cplalsl el dasly pgge CLals; e B85 CE T e e Gl gl S 2 g g S dosesl Colege o Bifee g AT el S0 ol sl
A

However, there are some words that must be removed again; we make them in our code, suchas{—<, 5,5 }.
Then, word by word, we create a dictionary of labels by dividing each sentence by total_word_length to extract
words and measure word strength.

P i B i B i B e B B B B H

At L1.8

Figure 3:dictionary of labels

%EEQ

£
I

:
¥

sobodcODEOD
&
tf__

[

[

Figure 4:sample of dictionary of labels arranged.

After collecting word labels from sentences in the dictionary, we extract strong words from sentences and then
save them in a column in the dataset.
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ol 2 @

WO = Ohown

Save [4¥all wldsli ] in the dataset's table and use it as a label for each row of data.

Table 3:sample of [ 4J/Y/ cl</]

Table 4: dataset with [ £/Yal/ lalSH]

a oy eeE Geal s Rl dua ol HadiBbpaliaemd oy g e s
B s el sdalu Adads N
0 8443320010 150571 283603 078 4550040 0 e
1 8487900000 863210 1432309 116 22052840 247244
2 8302410090 13931 st 171 63127 0 s
3 7013899000 28402 42008 0.51 723550 431148 e smee
4 8512300010 218 546 150 9068 0 LT At 50 s S
5 8716801000 Sl e il s 2000 3000 05D 43016 0 o
6 8414500010 2t elS i e el 533 1333 150 22413 121 it > i
10 oo ey PR T
sl jtle cavas Al gt s ealy ol
7 ssissonoen T e g518 16232 0.7 272162 RECIER
8 9506100000  ajalse ( esllatin) ais sl 135026 205020 051 3303841 165192 e
9 8412310000 1562 15558 8.95 253807 0 =4

6.2 Extract TFIDF Features

Customs data will be weighted using the TF-IDF approach, which can be seen in Table 7, based on the results of
the preprocessing. One Hot Encoding TF-IDF word frequency or weighting
Using the CountVectorizer function, we turn a supplied text into a vector based on the frequency (count) of each

word across the full text.

Then use the Tfidf Vectorizer function, which needs to perform both term frequency and inverse record
frequency for you, whereas Tfidf Transformer requires you to use the Scikit-CountVectorizer class from Scikit-

Learn to do term frequency.

Then compute Term Frequency and enter the results in column [val].
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Table 8: Term frequency of TF-IDF

FEESET) PP ORI (P WV U Py

e e oL SITMT 0 42 3 4 .. 5066 5067 5068 5069 5070 5071 5072 5073 5074 val
0 159571 283603 078 4550040 D 00 00 00 00 00 .. 00 00 00 00 00 00 00 00 00 1777284
1 663210 1432398 116 23852840 2147344 00 00 00 00 00 . 00 00 00 00 00 00 00 00 00 2150797
2 13931 37810 171 831127 D 00 00 00 00 00 . 00 00 00 00 00 00 00 00 00 2714091
3 28402 42058 051 723850 431148 00 0.0 00 0.0 00 .. 00 00 00 00 00 00 00 00 00 1512850
4 218 545 150 9068 D 00 00 00 00 00 .. 00 00 00 00 00 00 0O 00 00 2504587
5 2000 3000 050 43016 D 00 00 00 00 00 .. 00 00 00 00 00 00 QO 0O 00 1500000
6 533 1333 150 22413 1121 0.0 00 0.0 00 0.0 .. 00 00 00 00 00 00 00 00 00 2500938
7 9513 16232 071 272182 13602 00 00 00 00 00 . 00 00 00 00 00 00 00 00 00 1705400
8 135026 205020 051 3303841 165192 00 0.0 00 00 00 .. 00 00 00 00 00 00 00 00 00 1508321
9 1562 18558 806 258807 D 00 00 00 00 00 .. 00 00 00 00 00 00 0O 00 00 9950307
10 1677483 2755744 064 44519875 D 00 00 00 00 00 .. 00 00 00 00 00 00 0O 00 00 1642775
1 456648 734097 061 12076804 1033370 0.0 00 0.0 00 00 .. 00 00 00 00 00 00 00 00 00 1607577
12 32028 308246 1143 6616086 660414 0.0 0.0 0.0 00 0.0 .. 00 00 00 00 00 00 00 00 00 12434307
13 42086 66754 060 1414187 182579 00 0.0 00 0.0 00 .. 00 00 00 00 00 00 00 00 00 1599684
14 202285 232640 015 3386200 0 00 00 00 00 00 . 00 00 00 00 00 00 00 00 00 1150004
Following the completion of table edits
S S IS S 0o 2 3 4. 6es 6035 6936 6937 6938 6939 val Mean Sum Count
o o571 233603 073 4550040 D 00 00 00 00 00 .. 00 00 00 00 00 00 177284 10 3 3
1 863210 1432399 116 23052840 2147344 00 00 0.0 00 D0 .. 00 00 00 00 00 00 2158797 11 11 10
2 13031 37810 171 831127 D 00 00 00 00 00 .. 00 00 00 00 00 00 2714091 10 9 9
3 28402 42988 0.51 723550 431148 0.0 00 0.0 00 00 .. 00 00 00 00 00 00 1512851 11 11 10
4 218 546 1.50 9068 D 00 00 00 00 00 .. 00 00 00 00 00 00 2504587 10 10 10
6.3 Classification

6.3.1  Random Forest Classification
Table 9:Random Forest performance matrix

Accuracy 98.97%
Sensitivity 99.21%
Specificity 98.77%

Finally, Random forest Classification: 98.97%

104

0.8 1

06 1

0.4 1

0.2 1

Tue Positive Rate (Positive label: 1)

0.0 - — RandomForestClassifier (AUC = 1.00)

0.0 02 0.4 0.6 0.5 14
False Positive Rate [Positive label: 1)

Figure 5:Roc curve of Random Forest
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The true positive rate and false positive rate are shown in the confusion matrix in Figure 11, and the AUC is set
to 1.00.

6.3.2  Multi-layer perceptron (MLP) Classification

Table 10:MLP performance matrix

Accuracy 96.83%
Sensitivity 99.71%
Specificity 94.44%

Finally, multi-layer perceptron (MLP) Classification: 96.83%

10

05

0.6 1

04 1

02

Tue Positive Rate (Positive label- 1)

0.0 - = MLPClassifier (AUC = 0.98)

0.0 0.z 0.4 0.6 0.8 10
Falze Positive Rate (Positive label: 1}

Figure 6:Roc curve of MLP

The true positive rate and false positive rate are shown in the confusion matrix in Figure 12, and the AUC is
0.98.

6.3.3  Stochastic gradient descent (SGD) Classification
Table 11:Stochastic gradient descent performance matrix

Accuracy 95.45%
Sensitivity 94.6%
Specificity 96.16%

Finally, Stochastic gradient descent (SGD) Classification: 95.45%
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10 A

-

0.8 1
0.6 1
04~

0.2 1

Tue Positive Rate [Positive label: 1)

0.0 - —— 5GDClassifier (AUC = 0.97)

.0 0.2 0.4 .G 0.8 10
Falze Positive Rate (Positive label: 1)

Figure 7:Roc curve of Stochastic gradient descent

The true positive rate and false positive rate are shown in the confusion matrix in Figure 13, and the AUC is
0.97.

6.3.4  Support vector machine (SVM) Classification
Table 12 :SVM performance matrix

Accuracy 98.78%
Sensitivity 94.6%
Specificity 75.7%

Finally, SVM Classification: 98.78%%

6.4 Discussions

The algorithm would be trained on the data and assessed against a known-classification test set. Parameters or
features might be adjusted based on the test. This model fits a strategic need. After testing, the technique may be
iterated to construct models for a portfolio of strategic products based on a state-level risk or priority evaluation.
Once built, these models may be used with fresh data. Pre-shipment data or shippers' export declarations are
used to assess whether a transaction contains a strategic product. Multiple models take into consideration
commodity features and anticipate which strategic goods may be involved. A broad methodology to determine
whether a transaction involves a strategic good would blend commodities with different risks and priorities.

Our technique, which included Random Forest, stochastic gradient descent, and multi-layer perceptron as well
as a large data framework, resulted in greater overall accuracy and processing time. In comparison to our
approach, where the maximum accuracy achieved with the random forest classifier was 98.97%, the accuracy
achieved with MLP was 96.83%, and the accuracy achieved with stochastic gradient descent was 95.45%, our
study has certain limitations. To begin, we just utilized two machine learning models. Second, there are only
two classifications in the dataset.
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9897 99.21 98.77 S s Accuracy
e Seneitivity
mmm Specificity

Scores

RF

Figure 8:comparison between our algorithms

Classifying strategic goods transactions has several uses for nations. This technique would provide

improved profiling of strategic goods transactions using real-world data. Training a random forest model on
strategic good transactions and others may help identify transaction trends. Once trained and adjusted, these
models might be applied to incoming transactions, improving risk profiling, documentation, or end-use checks.
Modeling based on high-priority strategic items might improve resource allocation and justify inspections. This
technique would also help nations assess strategic trade movements and pinpoint transshipment locations. The
random forest may consider transaction origin and destination. A critical node in the model may help with
enforcement targeting or outreach.
This strategy might also be used to increase customs efficiency via outreach. First, using current data to train
algorithms, unlicensed strategic goods transactions might be identified. These organizations might get export
control training and end-use verification. Because this technique is used to indicate how entities transport
strategic goods, it could be used to improve how governments and entities categorize which products should be
used in strategic product commerce. This might give a baseline for how state organizations operate and how
customs officials can engage with them and international partners to better utilize the customs system identified.
These organizations might get export control training and end-use verification. Because this technique is used to
indicate how entities transport strategic goods, it could be used to improve how governments and entities
categorize which products should be used in strategic product commerce. This might give a baseline for how
state organizations operate and how customs officials can engage with them and international partners to better
utilize the customs system. If this technique works, customs data will get completer and more reliable over time,
boosting modelling. The exchange of transaction models for strategic goods with other trading partners may
improve import detection and the sharing of best practices.

VII. Conclusion

The use of machine learning in customs control has shown that it has a lot of promise to improve risk
ratings, regulation, and marketing in foreign business. As more and more transaction data is collected, the
models used to classify key goods can be improved and changed. Using data about the state as a whole, these
models can find useful things based on things like location, trade partners, and industrial powers.

Machine learning techniques in customs control have had to deal with two main problems over the
years: the need to move away from rule-based systems and the difficulty of balancing multiple goals at the same
time. But a lot of work has been made in dealing with these problems, which has led to good applications.

The technique is a mixed solution that can be used with different types of artificial intelligence. Still,
speed can be improved by looking into more creative preparation methods and making use of document-level
traits and context. Also, RF, MLP, and SGD were chosen based on how well they fit the problem at hand, taking
into account things like accuracy, scaling, and how easy they are to understand.

Overall, machine learning has a lot of promise to change how customs control works, and more study and new
ideas will pave the way for even better and more effective ways to do things in the future.
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